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Abstract

As web accessibility becomes a critical aspect of modern web development, developers often
Leveraging Data Analytics and Behavioral Analysis for Improved Testimony and Incident
Correlation addresses significant challenges in traditional criminal investigations, including
inefficiencies, human error, and fragmented data handling. One of the core advancements in
this research involves automating the extraction and organization of critical information from
diverse sources such as police reports, witness statements, and incident documents.

This system employs cutting-edge technologies like Optical Character Recognition (OCR)
and Natural Language Processing (NLP) to digitize and process unstructured data. By
eliminating the reliance on manual data entry and interpretation, the system minimizes errors,
reduces inconsistencies, and accelerates investigative workflows. Extracted information is
intelligently categorized and made accessible through a user-friendly interface, enabling
investigators to quickly search, filter, and retrieve case-relevant data.

The integration of this system with existing law enforcement databases ensures real-time
synchronization and a holistic view of historical and ongoing cases. Investigators can
efficiently cross-reference testimonies and identify patterns or discrepancies across incidents,
streamlining the traditionally time-consuming process of data correlation.

By addressing the limitations of manual processes, this solution significantly enhances the
accuracy, efficiency, and effectiveness of criminal investigations. It enables timely decision-
making, reduces case resolution times, and lays the foundation for leveraging advanced Al-
driven tools to support comprehensive and reliable investigative practices.

Keywords — Data Analytics, Behavioral Analysis, Testimony Correlation, Optical Character
Recognition (OCR), Natural Language Processing (NLP), AI-Driven Tools
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1. Introduction

1.1.Background

The integration of automation in criminal investigations has gained significant attention due to
the inefficiencies associated with traditional methods of data handling. Manual processes for
collecting, organizing, and analyzing case data—such as police reports and witness
statements—are prone to errors, including biases, misinterpretations, and delays, as highlighted
by Rahman and Kaur [1]. Optical Character Recognition (OCR) and Natural Language
Processing (NLP) have emerged as transformative technologies in addressing these issues.
OCR enables the digitization of physical documents into searchable formats, while NLP

facilitates the extraction of structured data from unstructured text [1], [2].

The application of AI in criminal investigations has been widely explored. Singh et al.
demonstrated the potential of NLP in streamlining data classification, reducing manual
intervention, and improving accuracy [2]. Similarly, Baltriiniené emphasized the growing role
of Al in forensic and legal contexts, highlighting its ability to enhance data accessibility and
reduce errors [3]. These advancements represent a shift toward more efficient data management

in high-stakes scenarios.

To implement such systems, expertise in OCR for document digitization and NLP for semantic
and contextual data analysis is critical. Additionally, knowledge of Al frameworks and database
integration is essential for creating real-time, synchronized solutions. Current systems focus on
specific tasks, such as digitization or basic keyword searches, leaving room for more

comprehensive, integrated approaches [1], [3].

1.2 Research Gap

Despite advancements in Optical Character Recognition (OCR) and Natural Language
Processing (NLP), existing automated data collection and management systems remain
fragmented and lack comprehensive functionality. Current solutions primarily focus on isolated
tasks, such as text recognition or entity extraction, without integrating essential features like
automated preprocessing, synchronization with law enforcement databases, or comprehensive

data management.



For instance, while Rahman and Kaur [1], Singh et al. [2], and Baltriiniené [3] incorporate OCR
and NLP, they lack automated data preprocessing and synchronization with external databases.
Similarly, Lakshan et al. [4] do not include even basic text recognition and NLP, further limiting
usability. Even Das et al. [5], which integrates OCR, NLP, and some data management features,
does not support automated preprocessing or database synchronization, reducing overall

efficiency.

Moreover, most existing systems require manual intervention for data cleaning and formatting,
contradicting the goal of automation. These inefficiencies hinder the seamless integration of Al
in complex investigations, as noted in studies by Singh et al. [2] and Das et al. [5]. Additionally,
the absence of synchronization with law enforcement databases results in fragmented
information management, making it difficult for investigators to access critical insights

efficiently.

Our proposed system addresses these gaps by offering a fully integrated Al-driven solution that
combines OCR, NLP, automated preprocessing, real-time synchronization with law
enforcement databases, and comprehensive data management. This holistic approach reduces
manual intervention, improves accessibility, and enhances investigative efficiency by ensuring

seamless multi-source data integration.

Feature Rahman & | Singh et al. | Baltriiniené | Lakshan et | Das et al. Proposed
Kaur (2023) (2023) al. (2019) | (2023) System
(2024)
Text v v v X v v
Recognition
(OCR)
Entity v v X X v v
Extraction
(NLP)
Automated X X X X X v
Preprocessing
(Cleaning &
Formatting)
Synchronization | ¥ X X X X v
with Law
Enforcement
Databases
Comprehensive | X X X X X v
Data
Management

Table 1 Research Gap



1.3 Research Problem
Traditional data handling methods in criminal investigations are inefficient, error-prone, and
time-consuming, leading to delays in case resolution and missed connections between critical
data points [1], [3]. While Al-driven technologies like OCR and NLP have demonstrated their
potential in addressing these issues, existing systems fall short of providing a unified
framework for automated data collection and management. The lack of real-time
synchronization, integration across data sources, and user-friendly tools hinders the

effectiveness of these solutions in high-pressure investigative scenarios [3], [4].

This research aims to bridge these gaps by designing a comprehensive system that automates
the extraction, organization, and synchronization of data from diverse sources, such as police
reports and witness testimonies. By leveraging OCR and NLP technologies, the proposed
solution will reduce human error, improve accessibility, and enable real-time decision-

making, thereby addressing the critical limitations of current methods.

2. Objective

2.1.Main Objectives
The main objective of this component is to develop an advanced Al-driven system for
automated data collection and management that uses Optical Character Recognition (OCR)
and Natural Language Processing (NLP) to extract, organize, and synchronize critical
information from police reports, witness statements, and other related documents. The system
aims to reduce human error, improve data accessibility, and streamline criminal investigations

by integrating advanced Al techniques into a unified framework.

e Automate the extraction of key data from unstructured documents using OCR.

e Utilize NLP to categorize and organize extracted data into structured formats.

e Ensure real-time synchronization with law enforcement databases to provide
investigators with up-to-date, actionable information.

e Develop a user-friendly interface for investigators to efficiently retrieve and filter case
information.

¢ Minimize manual intervention in data handling to improve accuracy and efficiency in

investigations.



2.2.Specific Objectives
The specific objectives are focused on the detailed tasks necessary to achieve the main
objectives. These tasks ensure the effective implementation of the automated data collection

and management system:

e Develop OCR algorithms capable of accurately digitizing police reports and other
physical documents into searchable digital formats.

e Design and implement NLP models to extract structured insights, such as names,
locations, and timelines, from unstructured textual data.

¢ Build a secure database system to store structured and unstructured data, ensuring
seamless integration with existing law enforcement systems.

e Create APIs for real-time data synchronization across law enforcement databases,
enabling investigators to access the latest case information.

e Develop a user interface (UI) with advanced filtering and search capabilities to allow
investigators to efficiently access and analyze critical case data.

e Implement data preprocessing pipelines to clean, anonymize, and standardize
information before it is processed by Al algorithms.

e Evaluate system performance through pilot testing with simulated case data to ensure

the solution meets accuracy, usability, and scalability requirements.



3. Methodology

3.1. System Overview

Figure 1 System Overview

The proposed method aims to automate the extraction, organization, and synchronization of
critical information from police reports, witness statements, and other documents by
leveraging advanced OCR and NLP technologies. The system is designed to reduce human
error, enhance data accessibility, and streamline the investigative process. The methodology

involves three major phases: Data Input, Data Preprocessing, and Data Management.

The process begins with the input of documents, including police reports and witness
testimonies, which are digitized using OCR. The digitized text is then passed through an NLP
pipeline for data extraction, categorization, and entity recognition. These results are
synchronized with a central database to provide investigators with real-time access to

structured and searchable case information.
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3.2.Individual System Diagram

Investigator

Provides Documents

Data Input Lay/

Document Scanner & OCR
(Police Reports, Witness Statements)

|

]Scans and Extracts Data

|

NLP Processor
(Text Extraction from Documents)

Processes Text for Identification and Categorization

Text Classification & Categorization Layer/
Enables Data Retrieval and Filtering

Text Classifier
(Identification and Categorization)

Categorizes Data (Case Types, Topics) %yzes Tone and Intent Extracts Metadata (Date, Time, etc.)

Metadata Extraction
(Extracting Date, Time, etc.)

Identifies Key Entities (People, Places, etc.)

Sentiment Analysis
(Detecting Tone, Intent)

|

Text Classification
(Categorizing Cases, Types, Topics)

Entity Recognition
(Detecting Individuals, Locations, etc.)

Stores Metadata

Stores Recognized Entities Stores Categorized Data  [Stores Sentiment Data

Data Management Layer

Data Storage System
(Relational/NoSQL Database)

rovides Data for Retrieval

Data Re’ Cegland User Interface Layer

|

Dashboard
(Filter by Date, Location, Individuals)

Figure 2 Automated Data Collection and Management Architecture

3.2.1. Data Input and Preprocessing Layer
The Data Input Layer collects data from multiple sources, including scanned police reports

audio transcripts, and video recordings. It utilizes:

Document Scanner & OCR for digitizing handwritten or printed text from documents

[ ]
e Speech-to-Text Conversion for processing audio witness testimonies
e NLP Processor for extracting contextual insights and metadata from raw text

The Data Preprocessing Layer includes:

Noise Filtering and Alignment to clean and standardize input data for consistency.

[ ]
e Text Cleaning and Tokenization to structure unorganized text for efficient processing
e Context Extraction to identify key entities, relationships, and timelines from input

data.
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3.2.2. Data Management Layer

The Data Management Layer organizes and stores pre-processed data into structured formats.

Key functionalities include:

e Entity Recognition and Categorization to classify data into predefined categories (e.g.,

people, locations, and events).

e Metadata Extraction for generating searchable tags like case IDs and timestamps.

e Data Synchronization to ensure real-time updates across all linked systems and

databases.

e This layer is implemented using relational or NoSQL databases, ensuring secure and

scalable data storage.

3.2.3. Output and Feedback Layer

The Output and Feedback Layer provides investigators with an intuitive interface to

access, retrieve, and analyze case information. Core features include:

Advanced Search and Filtering Options for retrieving relevant data based on keywords,

dates, or categories.

Real-Time Data Visualization for generating reports and highlighting trends.

Investigator Feedback Mechanism for continuous system improvement.

By integrating these layers, the system delivers a unified and efficient framework for data

collection and management.

4. Project Requirements

4.1 Functional & Non-Functional Requirements

Functional Requirements

Non Functional Requirements

The system shall extract data from police reports
and witness statements using OCR.

The system shall process document submissions
and generate structured data within a maximum
response time of 5 seconds.

The system shall utilize NLP to extract entities
such as names, dates, locations, and events from
unstructured text.

The system shall support scalability to handle
large volumes of data without performance
degradation.
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The system shall categorize and organize
extracted data into structured formats, such as
case summaries or timelines.

The system shall have an intuitive and user-
friendly interface for investigators to interact
with and retrieve data.

The system shall provide real-time

synchronization with law enforcement databases.

The system shall ensure data security and
comply with legal and privacy standards to
protect sensitive case information.

The system shall enable investigators to search
and filter data by categories, keywords, or dates.

The system shall maintain a high availability rate
to ensure consistent and uninterrupted access for
users.

The system shall store pre-processed and
structured data in a secure database for easy
retrieval and management.

The system shall provide multilingual support
for processing and displaying data in different
languages as required.

Table 2 Functional and Non-functional Requirements

4.2 User Requirements

e Users (investigators) shall be able to upload police reports, witness statements, and

related documents for automated data extraction.

e Users shall have access to a dashboard for searching, filtering, and visualizing extracted

and categorized case data.

e Users shall be able to retrieve and review synchronized case information in real-time.
e Users shall have the ability to download structured reports generated by the system.

e Users shall be able to provide feedback on the system's performance to improve accuracy

and relevance.

4.3 Software Requirements

e Programming Languages
o Python
o JavaScript

e IDE
o Visual Studio Code
o PyCharm

e Libraries and Tools

o Google Cloud Vision API (for text recognition)

NLTK (for text preprocessing)

0O O O O O
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Flask (for backend API development)
MongoDB or PostgreSQL (for secure and scalable database management)
Pandas (for data manipulation and analysis)

Spacy (for NLP-based entity recognition)




o OpenCV (for document image processing)
e Machine Learning Models
o Transformer-based models like BERT or GPT for NLP tasks.
o Decision Trees or Random Forests for text classification and categorization.

4.4 Personal Requirements

e Expertise in OCR technologies, including Tesseract or similar tools, to enable accurate
digitization of scanned documents.

e Proficiency in NLP techniques, including entity recognition, sentiment analysis, and
semantic categorization, to automate text analysis.

e Knowledge of database management systems (e.g., MongoDB, PostgreSQL) for secure
and scalable data storage.

e Familiarity with legal and privacy standards to ensure compliance while handling
sensitive case data.

e Strong understanding of UI/UX design principles to develop user-friendly investigator
dashboards.

4.5 Work Breakdown Structure
Automated Data Collection

Research Planning Design Implementation Testing Documentation

Topic Selection Requirement System Design
Gathering

Preprocess Data Unit Testing

Proposal Report

Requirement
Analysis

Train Models Integration
Testing

Progress Report
Feasibility Study

Requirement | Integrate System Testing Final Repor
Specification System

Literature
Review

Figure 3 Work Breakdown Structure
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4.6 Gannt Chart

2025
Tasks
Project Initiation
Finding the topic
Finding the Client
Finding a Registration
Project Planning
Identifying the Problem
Feasibility Stud
TAF Documentation
TAF Evaluation
Project Proposal Presentation
Preparation
Project Proposal Evaluation
Project Proposal Report
Documentation
Project Proposal Report
Submission
_Implementation
Collecting Data
 Component 1
Component 2
Component3
Component 4

Progress Presentation
Integration

Research Paper Publication
Testing

Unit Testing

Component Testing
Integration Testing
Progress Presentation 2
Deployment
_Deployment to Production
Final Report Presentation
Final Presentation and Viva
Final Report Submission

Figure 4 Gantt Chart

5. Description Of Personal And Facilities
Facilitators:

e Supervisor: Dr. Lakmini Abeywardhana

e Co- Supervisor : Ms. Pipuni Wijesiri
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6. Budget & Budget Justification

Requirement Cost Justification
Hardware
Utilizes existing resources for
Personal Laptop Already Owned running OCR, NLP models, and

system development without
additional hardware.

Software & Tools

Python IDE (PyCharm) Free Free and open-source IDEs for

VS Code Python development, supporting
debugging and productivity.

Jupyter Notebook Free/Open Source Used for model prototyping,

experimentation, and
documentation.

Libraries (Spacy, NLTK,
Pandas, OpenCV)

Free/Open Source

Essential libraries for NLP tasks,
data manipulation, and
preprocessing.

Flask & Database Free/Open Source Provides backend API development
(PostgreSQL/MongoDB) and secure data storage capabilities.
Google Cloud Vision API $1.50 per 1,000 Provides state-of-the-art OCR and
images image processing capabilities,
suitable for handling scanned
documents and photos.
Gemini API $1.50 per 1,000 Enables high-quality NLP

tokens

processing and document
understanding; cost-effective for
scaling as needed.

Data Collection

Public Code Repositories
and Own Data Sets

Free

Leverages publicly available
datasets for system training (e.g.,
Kaggle, GitHub).

Deployment and Hosting

Web Hosting & Deployment

$80 - $100/year

Affordable hosting plan for
deploying the system and providing
continuous access.

Miscellaneous

Online Courses/Workshops | $50 - $100 For enhancing skills in OCR, NLP,
and machine learning technologies.

Google Collab (Cloud Free / $120 per year | Provides computational power for

Computing) running experiments and reducing

local hardware dependency.

Table 3 Budget & Budget Justification
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7. Commercialization

7.1 Market Opportunity

Market Gap

* Existing interrogation tools lack Al-driven dynamic questioning, real-time behavioral
analysis, and multi-modal data processing (audio, video, text).

* Current systems focus on static analysis (e.g., lie detection, speech transcription) but fail to
generate adaptive, context-aware follow-up questions for investigators.

» Manual interrogation methods lead to investigator bias, fatigue-related errors, and missed
insights, creating inefficiencies in legal and forensic investigations.

Target Users
» Law enforcement agencies — Police departments, national security agencies, forensic teams.

* Private investigators — Individual and agency-level investigators handling fraud, corporate
investigations, and legal cases.

» Judicial bodies — Courts, public defenders, prosecution teams using Al-assisted testimony
evaluation.

7.2 Value Proposition

*Automates data handling and incident correlation, significantly reducing human error and
time spent on manual interrogation analysis.

*Provides real-time behavioral and emotional insights, helping investigators detect stress,
deception, and inconsistencies in suspect testimonies.

*Generates dynamic, Al-driven follow-up questions based on suspect responses,
contradictions, and detected emotional cues.

*Reduces investigator workload by providing automated response analysis, contradiction
detection, and question optimization.

*Predictive analytics for case resolution — Helps law enforcement identify patterns, cross-
reference historical case data, and improve investigative efficiency.

17



7.3 Revenue Model
Subscription-Based Model (Saas — Monthly/Yearly)

Suitable for law enforcement agencies and investigative firms requiring continuous
access.

Pricing tiers based on number of users, Al processing capacity, and integrated
behavioral analysis features.

Per-Case Usage Pricing

Designed for independent investigators, legal consultants, and forensic analysts who
require on-demand Al interrogation assistance.

Charges based on number of interrogations, Al-generated questions, and behavioral
analysis reports per case.

Enterprise Licensing for Large-Scale Deployment

For national security agencies, forensic research institutions, and high-profile
investigation units.

Custom contracts for on-premise deployment, advanced Al customization, and
dedicated support.

Additional Monetization Opportunities

API Integration — Licensing Al interrogation capabilities for third-party forensic and
legal tech platforms.

Partnerships with law enforcement bodies for custom Al model training and
integration.

Expansion into multilingual markets to offer global Al-driven investigative tools.

18
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